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DIRECTOR OFF CENTRAL INTELLIGENCE DIRECTIVE NO. IV
" POLICY CO\TCJ}“R\I[\‘C; TRAVEL AND AS o[Gl\a\ ENT Or
L\J}?.,I.., WITII ACCIESS TO SENSITIVE COMPARTMENTED
INFORMA TION

(Tffective 1976)

1. (-?rural

rsuant to Section 102 of the National Sccurity Act of 1947,

= Order 11505 and National Security Council Directives,

ity policy applicable to assignment and trevel of
US Goversment civilian and military personnel, government consultants
and emplovees of government contractors who have, or who have had,

o B g i
TSI

Q

ompartmented Information SCI) is hereby

N
2, Purpose

N

This policy is based upon the nead to protect SCI from possible
compromise resulting from the capture, intervogation, cxploitation
4.

or entrapment of personnel {stipulated in para 1 above) by hostile
or unfrierndly nations ov groups.
3. Definitions

a. Secasitive Compa 1‘anntnf1 Infor ma‘ilrm, The term Sensitive

Compartmented Information (SCL} includes all information and materials

bearing special cormraunity conirols indicating resivicted handling within
Bl ~ ~ - - e - - .

present and future communily intelligence collection programs (and their

sad products) for which comnunity C&IA ems of o« mwﬁwt montation have
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been or will be formally <‘5Lctbhamnh The term does not include

24 Data as defined in Section II, Public Law 585, Atomic
finev-y Act of 1954, as amended,

zavdous Activities, Hazardouvs activities includs, assignments

- e L T D LT =
or vi:zisz to, and travel through, nations listed in Ap‘:)e wdix A, hereto.
Haverooas assignment or travel in combat

= sther arzz - where hostilities are taking place, duties behind

o

or travel in isolated or exposed areas where

ected against hostile action,

650

Defensive security briefings are

forraa! zivizoriss which alert personnel as to the potential for harass-

.

ment, provocation or entrapment by local agencies/officials in:

risk, 'These briefings are based on actual
experience whenever feasible, and include information on courses
of action helpful in mitigating the adverse security and personal

conseqy of such acts,

62

of f.-np‘i.aro Briefings. Risk of ¢ p’fure bL fings are

formal advisories which alert

in the way of attempts to force

Iy
L

information if captured or detained 2nd of suggested coursas of action

they should follow to avoid or limit such divulgence. These advisorics

-’ _ Ce 2. - -
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include instructions/advice for advance preparation of innocuous,
alternztive explanations of duties and background.

e. Senior Intelligence Officers. Within the mea: ving of thi

directive, Senior Intellizcence Officers (S510) are thosa officials
’ .

Natic=zl Foreign Intelligence Board (NFIB), including the Military

Deparimeant Intelligence Chiefs.

The following policy is established for hazavdous activities:

a. Unofficial Travel. While US citizens are not restri c*ed by

US laws irom traveling in foreign countrics, persons indoctrinated
in SCI having a precise knowledge or detailed access to the most
sensitive aspects of SCI, should be discouraged from engaging in

unofficial visits to, or travel through, the couniries listed in

i

Appendix A, COMIREX and SIGIN'T Committee, in consultation with
the Security Committee, will recornmend guidelines for issuance by
the DCI in applicable security vegulations to assist departments
nd a Denc es in making this dr:ter;ni.tl:—ﬁlc‘nu
A1l persouns having access to SO must:
(1) Give advance notice of planned travel té or through
countries ideuntified in Appendix A,
(2) ‘Obtaiu a dcfensive_‘f;ccurit’y briefing from a specified

o FApprovied FborcdRetease! 2005/12/14 ¢ ICIACRDP87B041034R000500190077-7
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{3) Contact immediately the nearest United States
.

corzular, attache or Embassy official if they are detained

or subjected to significant havassment or provocation while

(4} Report upon return from travel to their SIO any

ok
o
[
o
34
rr
pod
o
o
o]

f potential security concern which befell them,
{3) Be reminded annually of the foregoing obligations

education programs.

ignrent/ Travel, Based upon his assessment

of the risk to'the SCI of which the person is knowledgeable, the SIO
will detarinine if indoctrinated persons to be assigned or traveling to
hazardous areas should be restricted from such assignments or travel,

No parson with access to SCI will be as signed to or direéted to
pﬁrticipate in hazardous activities until he has been afforded a
defensive security briefing and/ov risk of captﬁ.re briefing as

applicabl. IS

PSRN

is beiung terminated will be officially reminded of the risks asacciated

“ Due counsideration will be given to the relative protection enjoyed by

U8 officials having diplomatic status.

A
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with hazardous activitics as defined herein and of their obligation
to ensvre continued protection of SCGILL

5., Raszponsibilities

2, The DCI will cause to be prepared and disseminated o the

SIOs = list of countries identified as posing a security risk beaxing on

this policy (Appendix A). The Secuvity Committee will coordinate

reguirsd support including source material concerning these risks,

b. SI0s will issue implementing directives concerning travel and
assiznrment of personnel of their departments or agencies. Such

directives will be consistent with the overall policy, definitions and

erias sot forth herein and will provide foxr:

(1) Prcparation and provision of defensive security briefings

and/or risk of capture briefings to appropriate pex gsonnel of their

departments/agencies as/when applicable. - _
| i
: (2) Institution of positive programs fox the collection of +
in€

ormation in reports obtained under the provisions of paragraph

4a(4) above and other means as feasible.

(3) Insuring that new information obtained by thelr
departments or agencies on havassmernts or provocations, or on
i risk of capture situations, is provided to the DCT and to other

5

interested NFIB agencies. (Where warranted by new information,

changes to Appendix A will be made. R ccommendations with supporting
justification may be made for either addition or deletion of countries.)
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